
Abstract

Operational risk has become a dominant determinant 
of banking resilience as digitalisation, outsourcing, and 
interconnected infrastructures increase exposure to ICT 
outages, cyber incidents, and third‑party disruptions. Although 
the Basel Committee’s Standardised Measurement Approach 
(SMA) enhances comparability of regulatory outcomes, 
banks still require decision‑useful internal measurement 
supported by disciplined loss‑data pipelines, scenario 
analysis, and strong governance. This study develops an 
end‑to‑end operational risk quantification and stress‑testing 
workflow aligned with SMA logic, covering taxonomy and 
RCSA, loss data validation and lineage, frequency–severity 
analytics, scenario design, and translation into an SMA‑style 
management capital proxy. Using a structured quarterly 
dataset, results show that capital pressure increases when 
loss frequency rises or severity shifts upward, and that cyber 
and third‑party stress scenarios generate disproportionate 
impacts relative to baseline conditions. The paper provides a 
board‑level reporting template, model‑governance controls, 
and a present–future comparison illustrating how control 
improvements can reduce capital pressure and concentration 
risk while strengthening operational resilience.
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1. Introduction

Operational risk—losses arising from inadequate or failed internal processes, people, systems, or external 
events—has long been recognised as a material risk class in banking. However, its drivers have shifted 
in recent years. Digital transformation, expanded remote and API‑based service delivery, and reliance 
on outsourced and cloud service providers have increased exposure to ICT failures, cyber incidents, and 
third‑party disruptions. Supervisory expectations consequently emphasise operational resilience: banks’ 
capability to prevent, adapt to, respond to, recover from, and learn from disruptive operational events 
while continuing critical services.The Basel Committee’s reforms, consolidated in Basel III finalisation, 
replaced internal model approaches for operational risk with the Standardised Measurement Approach 
(SMA) to reduce unwarranted variability and improve comparability. Yet SMA is not a substitute for 
robust internal risk management. Banks still need credible taxonomies, high‑quality internal loss data, 
scenario analysis that captures tail risks, and governance capable of demonstrating control effectiveness 
and auditability.This paper proposes a practical framework that integrates governance and quantification 
into a single workflow. It focuses on translating frequency–severity analytics and stress scenarios into an 
SMA‑style management capital proxy suitable for risk appetite monitoring, remediation prioritisation, and 
operational resilience reporting.

2. Materials and Methods

2.1 Research design

A design‑science approach is applied: we specify a reproducible operational risk analytics pipeline 
and demonstrate it with a structured quarterly dataset. The objective is not to replicate the full 
regulatory SMA computation, but to provide an auditable management proxy that preserves 
SMA’s intuition—capital needs should reflect operational loss experience and control weaknesses. 
 
2.2 Governance and operating model

The framework assigns roles across three lines of defence. The first line owns processes and controls 
and reports incidents. The second line defines taxonomy, runs RCSA and KRI processes, validates 
loss data and maintains scenario libraries. The third line independently tests design and operating 
effectiveness, including model governance, change control, and evidence trails. A board risk committee 
receives quarterly dashboards integrating losses, KRIs, scenario results, and remediation status. 
 
2.3 Data and definitions

The dataset (Table 1) contains quarterly operational loss event frequency (count), average loss 
severity (EUR thousands), and an SMA‑style capital proxy (EUR millions). In production, the 
same pipeline is implemented using a central loss database with mandatory metadata fields (event 
type, business line, root cause, recoveries, and third‑party attribution) and validation checks 
(duplication controls, materiality thresholds, and reconciliation to general ledger accounts). 
 
2.4 Analytics and stress testing

Baseline analytics compute descriptive statistics and correlations. For explanatory purposes, a 
simple linear proxy links frequency and severity to the capital proxy (not intended for regulatory 
use). Stress testing uses calibrated shocks: (i) cyber outage stress (higher frequency and severity); 
(ii) third‑party failure stress (moderate frequency, higher severity due to concentration); and 
(iii) control‑improvement case representing strengthened preventive and detective controls. 
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2.5 Present–future comparison

To operationalise forward-looking decision support, quarters 13–16 are projected under a baseline 
continuation and a control‑improvement pathway, producing comparative capital‑proxy trajectories 
(Figure 4). These projections are scenario illustrations, not forecasts.

3. Results

Table 1 reports the quarterly dataset. Summary statistics (Table 2) indicate mean quarterly frequency of 4.00 
events (SD 2.52) and mean severity of 130.7 EURk. The SMA-style capital proxy averages 44.57 EURm.
Correlation results (Table 3) indicate that capital pressure is positively associated with both frequency and 
severity, consistent with a frequency–severity formation view of operational losses. Figure 1 visualises 
the co-movement of the series (normalized). Figure 3 and Table 4 present stress scenario impacts: cyber 
and third‑party disruptions increase the capital proxy relative to baseline, while control improvements 
reduce it. Figure 4 provides a present–future comparison showing sustained capital proxy reduction under 
improved controls.

Table 1. Structured dataset used in this study (quarterly).

Quarter LossEventFrequency AvgLossSeverity_EURk SMA_OpRiskCapital_
EURm

1 4 173.9 47.37
2 3 99.3 41.82
3 8 106.8 46.17
4 2 159.0 43.03
5 2 93.0 41.80
6 2 109.2 40.60
7 5 132.9 46.35
8 3 131.4 45.45
9 6 134.8 45.69
10 9 129.3 48.12
11 3 153.6 44.70
12 1 145.4 43.73

Figure 1. Co-movement of operational loss frequency, severity, and SMA-style capital proxy (normalized).
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Figure 2. Illustrative proxy diagnostic (fitted vs observed).

Figure 3. Stress scenarios and control improvement: SMA-style capital proxy impact.

Figure 4. Present–future comparison: baseline vs control-improvement path (quarters 13–16).

4. Discussion

The results have three governance-relevant implications. First, SMA comparability does not replace internal 
measurement. Management value depends on explaining why capital pressure changes and mapping those 
drivers to controllable actions. Frequency increases often indicate process breakdowns, control fatigue, or 
emerging threats (e.g., new fraud vectors), while severity shifts may signal concentration risk, contractual 
exposure, or weak recovery planning.Second, stress testing should be anchored in operational resilience for 
critical services and material third‑party dependencies. Cyber and third‑party scenarios frequently exhibit 
tail behaviour because disruptions propagate through payment rails, channels, and outsourced platforms. 
Banks should integrate scenario outputs with KRIs (availability, patch latency, privileged access metrics, 
vendor SLA breaches) and ensure evidence-grade incident post‑mortems.Third, model governance is 
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essential even for management proxies. Banks should maintain documentation of definitions, data lineage, 
validation checks, parameter governance, back‑testing against realised events, and change control. Boards 
should receive concise dashboards linking loss experience, top KRIs and thresholds, scenario impacts, 
remediation progress, and residual risk versus appetite.

5. Conclusions

This paper develops an implementable framework for operational risk governance, quantification, and 
stress testing consistent with SMA logic. The empirical illustration shows that combined movements in 
loss frequency and severity influence capital proxy outcomes, and that cyber and third‑party disruption 
scenarios can materially increase capital pressure. Embedding these analytics into enterprise risk 
management supports prioritisation of control investments, operational resilience testing, and board 
reporting aligned with supervisory expectations. Future work should extend the framework using event-
type granularity, explicit recoveries, and third‑party concentration analytics based on service mapping.

6. Patents

Not applicable.

Supplementary Materials

Underlying CSV tables and figure files are provided; computational steps can be shared upon request.
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Appendix A

Robustness checks: alternative severity measures (median, 95th percentile), event-type stratification, tail 
fitting for large losses, and sensitivity to data truncation thresholds.
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Appendix B

Data dictionary: LossEventFrequency = count of validated internal loss events per quarter. AvgLossSeverity_
EURk = average gross loss per event (EUR thousands). SMA_OpRiskCapital_EURm = management 
capital proxy aligned to SMA logic (EUR millions).
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